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Agency Code: 3013 
 CALIFORNIA 

Data Privacy Addendum  
to the 

California Student Data Privacy Agreement Version 2.0 (September 26, 2018) 
 
THIS ADDENDUM is entered into between Fremont Unified School District (“LEA”) and NWEA (“Provider”) as of 
the date the Master Subscription Agreement (“Service Agreement”) is entered into between the parties (“Effective 
Date”). 

 
Recitals 

 
WHEREAS, the LEA and the Provider entered into a Service Agreement as of the date the LEA signed Provider’s 
Schedule A; and 
 
WHEREAS, the LEA is a California public entity subject to all state and federal laws governing education, including 
but not limited to California Assembly Bill 1584 (“AB 1584”), the California Education Code, the Children's Online 
Privacy and Protection Act (“COPPA”), and the Family Educational Rights and Privacy Act (“FERPA”); and 
 
WHEREAS, AB 1584 requires, in part, that any agreement entered into, renewed or amended after January 1, 2015 
between a local education agency and a third-party Provider must include certain terms; and 
 
WHEREAS, the LEA and the Provider desire to have the Service Agreement and the services provided comply with 
AB 1584; and 
 
WHEREAS, the parties wish to enter into this Data Privacy Addendum pursuant to the California Student Data 
Privacy Agreement Version 2.0 (September 26, 2018) (the “DPA”). 
 

Agreement 
 
The terms and conditions of the Service Agreement and any addenda are incorporated herein by reference. 
 
1. Definitions (Exhibit C).   
 

a. Personally Identifiable Information (PII): The  terms  “Personally  Identifiable  Information”  
or  “PII” shall include, but are not limited to, student data, metadata, and user or pupil-generated 
content obtained by reason of the use of Provider’s  software,  website,  service,  or  app,  
including  mobile apps, whether gathered by Provider or provided by LEA or its users, students, 
or students’ parents/guardians that is personally identifiable. PII includes Indirect Identifiers, 
which is any information that, either alone or in aggregate, would allow a reasonable person to 
be able to identify a student to a reasonable certainty.  For purposes of the DPA and this 
Addendum, Personally Identifiable Information shall include the categories of information listed 
in the definition of Student Data. 
 

b. Service Agreement: Refers to the certain NWEA Master Subscription Agreement (“MSA”) as referenced 
in a Schedule A between the LEA and NWEA to which the DPA and this Addendum supplements and 
modifies. 
 

c. Student Data:  Student Data means personally identifiable information, whether gathered by Provider or 
provided by LEA or its users, students, or students’ parents/guardians, that is descriptive of the student 
including, but not limited to, information in the student’s educational record or email, first and last name, 
home address, telephone number, email address, or other information allowing online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, 
criminal records, medical records, health records, social security numbers, biometric information, 
disabilities, socioeconomic information, food purchases, political affiliations, religious information text 
messages, documents, student identifies, search activity, photos, voice recordings or geolocation 
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information. Student Data as specified in Exhibit “B” is confirmed to be collected or processed by the 
Provider pursuant to the Services. Student Data shall not constitute that information that has been 
anonymized or De-Identified Information, or anonymous usage data regarding a student’s use of 
Provider’s services. 
 

d. Subprocessor: For the purposes of the DPA and the Addendum, the term “Subprocessor” (sometimes 
referred to as the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data 
collection, analytics, storage, or other service to operate and/or improve its software, and who has access 
to Student Data. 
 

2. Term. The Provider shall be bound by the DPA for the duration of the applicable Service Agreement between 
LEA and Provider, or so long as the Provider maintains any Student Data. If no term is specified in the Service 
Agreement, the Term shall be one (1) year. 
 
3. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions 
pursuant to the Service Agreement, whereby the Subprocessors agree to protect Student Data in manner 
materially consistent with the terms of this DPA. 
 
4. Employee Obligation. Provider shall require all employees and agents who have access to Student Data to 
materially comply with all applicable provisions of this DPA with respect to the data shared under the Service 
Agreement. 
 
5. Disclosure of Anonymized and De-Identified Data. Anonymized Data and De-identified Data may be used 
by Provider for the purposes of development, research, and improvement of educational sites, services, or 
applications, as any other member of the public or party would be able to use Anonymized Data and De- 
Identified Data pursuant to 34 CFR 99.31(b) and as set forth in the Privacy Policy in the Service Agreement.  
 
6. Disposition of Data – Complete Disposal Upon Termination of Service Agreement.  Upon termination of 
the Service Agreement and confirmed written notice from LEA, Provider shall dispose or delete all Student Data 
obtained under the Service Agreement. Prior to disposition of the data, Provider shall confirm LEA’s data 
destruction request in writing of its option to transfer data to a separate account, pursuant to Article II, section 3, of 
the DPA. In no event shall Provider dispose of data pursuant to this provision unless and until Provider has 
received affirmative written confirmation from LEA that data has been downloaded by the LEA as outlined in 
Section 5 of the DPA. 
 
7. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market or advertise 
to students or families/guardians; (b) inform, influence, or enable marketing, advertising, or other commercial 
efforts by a Provider; (c) develop a profile of a student, family member/guardian or group, for any commercial 
purpose other than providing the Service to LEA; or (d) use the Student Data for the development of commercial 
products or services, other than as described in this Agreement, as necessary to provide the Service to LEA and 
improve the operations of the Assessment System. This section does not prohibit Provider from using Student 
Data for adaptive learning or customized student learning purposes. 
 
8. Data Security. The Provider agrees to abide by and maintain adequate data security measures, consistent 
with industry standards, to protect Student Data from unauthorized disclosure or acquisition by an unauthorized 
person. The general security duties of Provider are set forth below. Provider may further detail its security 
programs and measures in Exhibit “F” hereto. These measures shall include, but are not limited to: 
 

a. Passwords and Employee Access. Provider shall reasonably secure usernames, passwords, and any 
other means of gaining access to the Services or to Student Data, at a level suggested by the industry 
standards. Provider shall only provide access to Student Data to employees or contractors that are 
performing the Services. Employees with access to Student Data shall have signed confidentiality 
agreements regarding said Student Data. All employees with access to Student Records shall be subject 
to criminal background checks. Notwithstanding the foregoing, LEA is solely responsible for configuring 
role-based access to Student Data within the Services and for ensuring the security and availability of 
LEA’s own passwords, computers, computer networks, and internet connections, including security 
patches, choice of browser and browser configuration settings to be used with the Services, email, and 
other transmissions. LEA acknowledges that its systems administrator controls the access and security 
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points of the Services. 
 

b. Security Protocols. Both parties agree to maintain security protocols that meet industry standards in the 
transfer or transmission of any data, including ensuring that data may only be viewed or accessed by 
parties legally allowed to do so. Provider shall maintain all Student Data obtained or generated pursuant to 
the Service Agreement in a secure digital environment and not copy, reproduce, or transmit Student Data 
obtained pursuant to the Service Agreement, except as described in the Service Agreement or as 
necessary to fulfill the purpose of data requests by LEA. 
 

c. Subprocessors Bound. Provider shall enter into written agreements whereby Subprocessors agree to 
secure and protect Student Data in a manner materially consistent with the terms of Article V in the DPA. 
Provider shall periodically conduct or review compliance monitoring and assessments of Subprocessors to 
determine their compliance with this Article. 
 

d. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct digital and physical 
periodic (no less than annually) risk assessments and take reasonable steps to remediate material 
security and privacy vulnerabilities in a timely manner. 

 
9. Security Breach. In the event that Student Data is accessed or obtained by an unauthorized individual, 
Provider shall provide notification to LEA within a reasonable amount of time of a confirmed incident, and not 
exceeding seventy-two (72) hours. Provider shall follow the following process: 
 

a. The security breach notification shall be written in plain language. 
 

b. The security breach notification described above in section 2(a) shall include, at a minimum, the following 
information: 
 

i. The name and contact information of the reporting LEA subject to this section. 
 

ii. A list of the types of Student Data that were the subject of a confirmed breach. 
 

iii. If the information is possible to determine at the time the notice is provided, then either 
(1) the date of the breach, (2) the estimated date of the breach, or (3) the date range 
within which the breach occurred. The notification shall also include the date of the 
notice. 
 

iv. Whether the notification was delayed as a result of a law enforcement investigation, if 
that information is possible to determine at the time the notice is provided. 
 

v. A general description of the breach incident, if that information is possible to determine at 
the time the notice is provided. 
 

c.  At LEA’s discretion and upon LEA’s request, the security breach notification may also include any of the 
following as applicable: 
 

i. Information about what the agency has done to protect individuals whose information 
has been breached. 
 

ii. Advice on steps that the person whose information has been breached may take to 
protect himself or herself. 
 

iii. Provider agrees to adhere to all requirements in applicable State and in federal law with 
respect to a confirmed data breach related to the Student Data, including, when 
appropriate or required, the required responsibilities and procedures for notification and 
mitigation of any such confirmed data breach. 
 

iv. Provider further acknowledges and agrees to have a written incident response plan that 
reflects industry standards and federal and state law for responding to a data breach, 
breach of security, privacy incident or unauthorized acquisition or use of Student Data or 
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any portion thereof, including personally identifiable information and agrees to provide 
LEA, upon request, with a copy of said written incident response plan. 
 

v. Provider is prohibited from directly contacting parent, legal guardian or eligible pupil 
unless expressly requested by LEA. If LEA requests Provider’s assistance providing 
notice of unauthorized access, and such assistance is not unduly burdensome to 
Provider, Provider shall notify the affected parent, legal guardian or eligible pupil of the 
unauthorized access, which shall include the information listed in subsections (b) and (c), 
above. If requested by LEA, Provider shall reimburse LEA for the actual and reasonable 
costs incurred by LEA to notify parents/families of a breach not originating from LEA's 
use of the Service. 
 

vi. In the event of a material breach originating from LEA’s use of the Service, Provider shall 
reasonably cooperate with LEA to the extent necessary to expeditiously secure Student 
Data. 

 
 
10. Entire Agreement. The DPA, the Service Agreement, and this Addendum constitutes the entire 
agreement of the parties relating to the subject matter hereof and supersedes all prior communications, 
representations, or agreements, oral or written, by the parties relating thereto. In the event of a conflict the following 
order of precedence shall apply: (i) the Services Agreement, (ii) this Addendum; and (ii) the DPA.  
 
10. Venue and Jurisdiction. Provider does not submit to sole and exclusive jurisdiction for disputes arising 
out of this Agreement and reserves the right to mutually consent to a jurisdiction proposed by LEA. 
 
IN WITNESS WHEREOF, the parties hereto have caused this Addendum to be executed by their duly 
authorized representatives. 
 
NWEA    Fremont Unified School District 

 By:    By: 

  
Name:    

  
Name:  

 
Title:    

  
Title:  

  
Date:    

  
Date:  
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